> VALIMAIL

Valimail Enforce™ Email Authentication

Anti-lImpersonation Solution

Modern phishing attacks impersonate your company and bypass traditional filtering mechanisms, costing your organization
millions in ensuing security breaches while also wreaking havoc on your brand. These most pernicious phishing attacks can simply
be stopped by email authentication.

Built on top of the global open standard DMARC (Domain-based Message Authentication, Reporting & Conformance), Valimail
provides the world’s only fully automated email authentication solution.

ENFORCEMENT MUST BE THE GOAL DMARC IS ACCELERATING

X * Stops most pernicious attacks - email impersonation Organizations are adopting email authentication protection
e Protects the brand because it is based on the global standard (DMARC) acces-
* Improves de|iverobi|ity sible to everyone, and because it works with 100% certainty

when implemented correctly.
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Through automation, Valimail addresses
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organizational and technological hurdles

to enforcement; and offers the Valimail

Enforcement Guarantee™.

www.valimail.com
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Valimail's Patented Technology Guarantees Enforcement
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World’s Only Automated Email Authentication Cloud

The Valimail Authentication Responder responds to every authentication request in real time, and ensures that every email
sent using your domain name is authorized. Only authorized third-party services can send email on your behalf. Criminal and
shadow cloud services are blocked at your email gateway, before reaching your customers’ or employees’ inboxes.

The Rise of Cloud IT

With Cloud IT, organizations have lost control over their email domains and impersonation attacks have grown rampant.

Email Authentication Stops Attacks

Receiving gateways - whether inside or outside your network - first check your DMARC policy and based on open standards
Sender Policy Framework (SPF) and Domain Keys Identified Mail (DKIM) either deliver the email or to block it. This process
effectively stops hackers from spoofing your domain name to send fraudulent email globally.

Valimail Cloud Automation
Customers point DMARC, SPF, and DKIM records to Valimail, which in turn dynamically responds to every authentication
request error-free and in real time.

Valimail Fully Automated Authentication

Valimail is the only fully automated email authentication service. Our technology powers email authentication for leading brands that
want to stop fake emails, protect their brand, and manage shadow email. With Valimail, the onus of DMARC enforcement is on us.

About Valimail Valimail is the leader in automated email authentication, with a comprehensive platform
for anti-impersonation, brand protection, and anti-fraud defense. Valimail’s patented, standards-compliant
technology provides an unrivaled, fully automated solution for DMARC enforcement to stop phishing attacks,
increase deliverability, and protect organizations’ reputations. Valimail authenticates billions of messages a month

for some of the world's biggest companies, in finance, government, transportation, health care, manufacturing,
media, technology, and more. Valimail is based in San Francisco. For more information visit www.Valimail.com.




